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Preamble 
 
Data privacy is one of our main concerns.  
Therefore, the following principle applies to us: Where data is processed, a high level of data protection and security 
must be guaranteed. This applies to the data of customers, interested parties and business partners as well as to 
employee data, since they all relate to the protection of the person. 
 
It is our claim that the TecAlliance Group sets high standards for itself in this matter. Consequently, as a globally 
active company, we consider it our duty to comply with the different international legal requirements that are 
associated with the collection and processing of personal data.  
 
In our data privacy policy, we have laid down strict conditions for the processing of personal data of customers, 
interested parties, business partners and employees, ensuring compliance with principles of national and 
international data privacy laws. In this manner, we set a globally applicable standard for data privacy and data 
security within our company and govern the exchange of data between our subsidiaries or headquarters and 
external companies. As a benchmark, we have defined seven data privacy principles - including transparency, data 
economy and data security. 
 
Our managers and employees are obliged to comply with this policy and with the relevant legislation on data privacy. 
 
 
 
Jürgen Buchert, CEO 
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1 Objective of the Data Privacy Policy 
As part of its corporate social responsibility, the TecAlliance Group is committed to international compliance with 
data privacy laws. This data privacy policy applies to the TecAlliance Group worldwide and is based on globally 
accepted basic principles of data privacy. 
The data privacy policy creates one of the necessary framework conditions for worldwide data transfers between 
the companies of the group.1 It guarantees the appropriate level of data privacy for cross-border data traffic as 
required by the GDPR (General Data Protection Regulation) and national laws, even in countries where no adequate 
level of data privacy exists by law.2 

2 Scope and amendment of the Data Privacy Policy 
This data privacy policy applies to all undertakings of the TecAlliance Group, i.e., to TecAlliance GmbH, all of its 
dependent subsidiaries, as well as to its employees and affiliated companies. The term ‘dependence’ in this case 
refers to the ability of TecAlliance GmbH to the majority of voting rights, a majority in the company management or 
an agreement, demand that this policy be adopted by the dependent subsidiaries. The data privacy policy applies 
to all processing of personal data.3 In countries where data of legal entities are protected in the same way as 
personal data, this policy also applies in the same way to data of legal entities. Anonymized data, e.g., for statistical 
evaluations or investigations, are not subject to this policy.4 
The subsidiaries are not entitled to make any regulations that deviate from this data privacy policy. Further policies 
on data privacy may be drawn up in consultation with the Corporate Data Privacy Officer if this is required by the 
respective national law. Amendments to this policy are made in consultation with the Corporate Data Privacy 
Officer. The companies of the TecAlliance Group will be notified of any changes. 

 

 

 

1  A data transfer occurs when an exporter (controller or processor) discloses by transmission, or otherwise makes 
personal data, subject to this processing, available to another importer (controller, joint controller or processor). 
Regarding data transfers within the EU, the GDPR does not impose any additional requirements. Please note: The GDPR 
also applies to the EEA states. 
In case of international data transfers (where the data is transferred by an exporter subject to the GDPR to a third country 
or international organization, irrespective of whether the importer is subject to the GDPR in respect of the given 
processing) additional measures must be taken into consideration. These additional measures are either adequacy 
decisions, appropriate safeguards or derogations, if the first two measures cannot apply. 
 
Source: Guidelines 05/2021 on the interplay between the application of Article 3 and the provisions on international 
transfers as per Chapter V of the GDPR, adopted November 18, 2021 

 
2  An adequate level of data privacy in third countries is recognized by the EU Commission if the core of privacy, as it is commonly understood in the EU Member States, is essentially protected. In its 

decision, the EU Commission considers all circumstances that play a role in a data transfer or a category of data transfers. This includes the assessment of state law and the respective applicable 
professional rules and security measures. 
3 Personal data are all information about an identified or identifiable natural person. 
4 Data is anonymized if a personal reference cannot be established permanently and by anyone or if the personal reference could only be restored with a disproportionately large expenditure of time, 

costs and labor. 
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3 Validity of State Law 
This data privacy policy incorporates the globally accepted data privacy principles without replacing existing state 

law; it complements the respective national data privacy laws. 

The respective national law takes precedence if it requires deviations from this policy or imposes additional 

requirements. The contents of this policy must be observed even if there is no corresponding national law. The 

reporting obligations for data processing existing under national law must be observed. 

Each company of the TecAlliance Group is responsible for compliance with this data privacy policy and the legal 

obligations. 

If there is reason to believe that legal obligations conflict with the obligations arising from this data privacy policy, 

the company concerned must inform the Corporate Data Privacy Officer immediately. In the event of a contradiction 

between national legislation and this policy, the TecAlliance Group will work together with the company concerned 

to find an appropriate solution. 

4 Definitions 
Our data privacy policy should be easy to read and understand; to ensure this, we would like to explain the terms 

used in advance. We use the following terms in this privacy statement, among others: 

4.1 Personal Data 

Personal data is any information relating to an identified or identifiable natural person ("data subject"). A natural 

person shall be considered identifiable if he can be recognized directly or indirectly, by reference to an identifier 

such as a name, an identification number, location data, an online identifier or one or more specific characteristics 

expressing the physical, physiological, genetic, psychological, economic, cultural, or social identity of that natural 

person. 

4.2 Sensitive Personal Data 

Data concerning racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, 

health or sex life of the data subject is classified as sensitive by the GDPR. Due to national law, other categories of 

data may be classified as sensitive, or the content of the data categories may be filled in differently. Similarly, data 

relating to criminal offences may only be processed under special conditions laid down by state law. 

4.3 Data Subject 

Data subject means any identified or identifiable natural person whose personal data are processed by the 

controller. 

4.4 Processing 

Processing means any operation or set of operations which is carried out with or without the aid of automated 

processes and which relates to personal data, such as collection, recording, organization, sorting, storage, 

adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 

available, alignment or association, qualification, erasure, or destruction. 
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4.5 Pseudonymization 

Pseudonymisation means the processing of personal data in such a way that the personal data can no longer be 

attributed to a specific data subject without the provision of additional information, provided that such additional 

information is kept separate and is subject to technical and organisational measures ensuring that the personal 

data are not attributed to an identified or identifiable natural person. 

4.6 Anonymization 

Data is anonymized if a personal reference cannot be established permanently and by anyone or if the personal 

reference could only be restored with a disproportionately large expenditure of time, costs, and labour. 

4.7 Controller 

The controller is the natural or legal person, public authority, agency, or other body which, alone or jointly with others, 

determines the purposes and means of the processing of personal data. Where the purposes and means of such 

processing are laid down by Union law or by the law of the Member States, the controller or controllers may be 

designated in accordance with Union law or with the law of the Member States based on certain criteria. 

4.8 Contract Processor 

A contract processor is a natural or legal person, public authority, agency, or other body which processes personal 

data on behalf of the controller. 

4.9 Recipient 

The recipient is a natural or legal person, public authority, agency, or other body to whom personal data are 

disclosed, whether or not that person is a third party. However, national authorities which may receive personal data 

in the context of a specific investigation mandate under Union law or the law of the Member States shall not be 

considered recipients. 

4.10  Third Party 

Third party means any natural or legal person, public authority, agency, or body other than the data subject, the 

controller, the processor, and the persons authorised to process the personal data under the direct responsibility of 

the controller or processor. 

4.11 Consent 

Consent means any voluntary, informed, and unambiguous expression by the data subject of his or her will in the 

particular case, in the form of a statement or other unequivocal confirmatory act, indicating the acceptance of their 

processing of personal data.  
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5 Principles for the Processing of Personal Data 
5.1 Fairness and Legality 

When processing personal data, the rights of the data subject must be respected.5 Personal data must be collected 
and processed in a lawful manner. 

5.2 Purpose Limitation 
The processing of personal data may only pursue the purposes that were established before the data was collected. 
Subsequent changes to the purposes are only possible if a higher legal interest prevails or if a declaration of consent 
from the data subject is available.6 In any case, they require comprehensive justification. 

5.3 Transparency 
The data subject must be informed in advance about the handling of their data. In principle, personal data must be 
collected from the data subject himself. When the data is collected, the data subject must at least be able to 
recognize the following or be appropriately informed about: 

• The identity of the data controller7  

• The purpose of the data processing 

• Third parties or categories of third parties to whom the data may be transmitted8 

A register of processing operations pursuant to Art. 30 GDPR is kept on procedures relating to the handling of 
personal data. The controller notifies the Data Privacy Coordinator of new procedures or changes in a timely 
manner. 

5.4 Data Avoidance and Data Minimization 
Before personal data is processed, it must be assessed whether and to what extent it is necessary to achieve the 
purpose of the processing. If it is possible to achieve the purpose and if the effort is proportionate to the purpose 
pursued, anonymized or statistical data shall be used. Personal data may only be collected or processed to the 
extent necessary to achieve the purpose. Personal data may not be stored for potential purposes which may arise 
in the future, unless this is required by national law. 

5.5 Deletion 
Personal data that is no longer required after the expiry of the retention periods related to the legal or business 
processes, must be deleted. In individual cases where the data is historically significant or the data processing 
involves a balancing of interests, the data must be stored until it is no longer necessary. 

 

 

 

5 For the purposes of this policy, a data subject is any natural person about whom data is processed. In some countries, legal entities may also be data subjects. 
6 Personal data must be processed if the permissible purpose or legitimate interest cannot be achieved without the respective personal data or can only be achieved with disproportionately high effort. 
7 The responsible body is the legally independent company of the TecAlliance Group whose business activity initiates the respective processing measure. 
8 Third party is anyone outside the data subject and the entity responsible for data processing or the controlling. Within the EU, processors are not third parties within the meaning of data privacy law, as 

they are legally assigned to the data controller. 
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At the request of the data subject, its personal data must be deleted. If this is not possible because a legitimate 
interest is opposed to and prevails, the data must be excluded for further processing. 

5.6 Accuracy and Up- to-Dateness 
Personal data must be stored correctly, completely and - if necessary - up to date. Appropriate measures must be 
taken to ensure that inaccurate, incomplete, or outdated data is deleted, corrected, supplemented, or updated. 

5.7 Confidentiality and Data Security 
Data secrecy applies to personal data, which must be treated confidentially in personal dealings and secured by 
appropriate organisational and technical measures against unauthorized access, unlawful processing, or 
disclosure, as well as accidental loss, alteration, or destruction. 

5.8 Accountability and Documentation Obligation 
Compliance with the requirements arising from this policy must always be verifiable. It must be possible to prove 
compliance by means of conclusive and comprehensible written documentation regarding the measures taken and 
the associated considerations. 

5.9 Automated Decisions 
Automated processing of personal data used to evaluate individual personality traits must not be the exclusive 
basis for decisions with negative legal consequences or substantial harm to the data subject. The data subject must 
be informed of the fact and the result of an automated individual decision and given the opportunity to comment. 
To avoid wrong decisions, a control and a plausibility check by an employee must be guaranteed. 

6 Lawfulness of Data Processing 
The collection, processing and use of personal data is only permitted if one of the following permissions is given. 
Such permission is also required if the purpose for the collection, processing and use of personal data is to be 
changed from the original purpose. 

6.1 Customer and Partner Data 
6.1.1 Data Processing related to a Contractual Relationship 

Personal data of the interested party, customer or potential business partner may be processed for the purpose of 
concluding, implementing, or terminating a contract. 
In the preliminary stages of the contract formation, the processing of personal data for the preparation of offers, 
purchase applications or for the fulfilment of other wishes of the interested party aimed at the conclusion of a 
contract is permitted. Interested parties may be contacted during the preparation stages for further information, by 
means of the contact details made available. Any restrictions expressed by the interested party must be observed. 
For advertising measures going beyond this, the following conditions under 5.1.2 must be observed.  

6.1.2 Data Processing for Marketing Purposes 

If the data subject contacts a subsidiary of the TecAlliance Group with a request for information (e.g., inquiry for 
sending product information material), the data processing is permissible for the fulfilment of this request. 
The processing of personal data for the purposes of advertising or market research is permitted if this is compatible 
with the purpose for which the data was originally collected. The data subject must be informed about the use of 
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their data for advertising purposes. Within the scope of communication with the data subject, there must be a 
section on the provision of consent for the processing of their data.9 The data subject should be able to choose 
between the available contact channels such as mail, electronic mail, and telephone within the scope of the consent 
(see 5.1.3). 
If the data subject objects to the use of their data for advertising purposes, any further use of their data for these 
purposes is not permitted and the data must be blocked for these purposes. Furthermore, existing restrictions of 
some countries regarding the use of data for advertising purposes must be observed. 

6.1.3 Consent to Data Processing 

Data processing may take place with the consent of the data subject. Before giving consent, the data subject must 
be informed in accordance with chapter 4.3. of this privacy policy. 
The declaration of consent must always be obtained in writing or electronically for evidentiary support. Under certain 
circumstances, e.g., in the case of a telephone consultation, consent can also be given orally. The granting of such 
consent must be documented. 

6.1.4 Data Processing based on Legal Permission 

The processing of personal data is also permitted if national regulations require or presuppose the processing of 
data. The type and scope of data processing must be necessary for the legally permissible data processing and is 
based on these legal provisions. 

6.1.5 Data Processing based on Legitimate Interest 

Personal data may also be processed if this is necessary to realize a legitimate interest of the TecAlliance Group. 
As a rule, legitimate interests are legal (e.g., enforcement of outstanding claims) or economic (e.g., avoidance of 
contract violations). Personal data may not be processed based on a legitimate interest if there is an indication in 
individual cases that the interests of the data subject worthy of protection outweigh the interest in processing. The 
appropriateness of the data processing must be assessed for each processing operation. 

6.1.6 Processing of Sensitive Personal Data 

The processing of sensitive personal data may only be carried out if this is required by law or if the data subject has 
expressly consented.10 The processing of such data is also permitted if it is necessary to assert, exercise or defend 
legal claims against the data subject. 
If the processing of such data is planned, the Corporate Data Privacy Officer must be informed in advance. 

6.1.7 User Data and Internet 

If personal data is collected, processed, and used on websites or in apps, the data subjects must be informed about 
it in the privacy policy and, if applicable, in the cookie banners. The privacy policy and, if applicable, the cookie 
banners must be integrated in such a way that they are easily recognizable, immediately accessible, and constantly 
available to the data subjects. 

 

 

 

9 Consent is a voluntary, legally binding declaration of acceptance to the data processing. 
10

 For clarifications on the matter of sensitive data, please consult Chapter 4.2., p.5. 
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The evaluation of the user’s behaviour on websites and apps, which facilitates the creation of user profiles 
("personal tracking") may only be carried out with the consent of the data subject. If the user’s data is 
pseudonymized as a result of the tracking, the data subject should be provided the opportunity to opt-out.  Generally, 
all information related to tracking must be provided in the privacy policy. 
If websites or apps allow access to personal data in an area where registration is required, the identification and 
authentication of the persons concerned must be designed in such a way that adequate protection is achieved for 
the respective access. 

6.2 Employee Data 
6.2.1 Data Processing for the Employment Relationship 

For the employment relationship, personal data necessary for the establishment, performance and termination of 
the employment contract may be processed. Personal data of applicants may be processed when an employment 
relationship is initiated. After rejection, the applicant's data must be deleted, considering deadlines under the law of 
evidence, unless the applicant has consented to further storage for a subsequent selection process. Consent is also 
required if the data is to be used for further application procedures or before the application is forwarded to other 
companies. 
In an existing employment relationship, the necessary data processing must be related to the purpose of the 
employment contract, unless one of the following exceptions apply. 
If, during the initiation of the employment relationship or in the existing employment relationship, it is necessary to 
collect further information about the applicant from a third party, the respective national legal requirements must 
be considered. In case of doubt, the consent of the data subject must be obtained as well. 
Subsequently, the processing of personal data, which is in the context of the employment relationship, but does not 
originally serve the fulfilment of the employment contract, requires the provision of a legal basis.  Examples of 
grounds for such processing include legal norms, collective regulations with employee representatives, the consent 
of the employee or the legitimate interests of the company. Lastly, employee data will be deleted pursuant to the 
rules outlined in Chapter 5.5. 

6.2.2 Data Processing due to Legal Requirements 

The processing of personal employee data is permitted if national legal regulations require or presuppose it. The 
type and scope of data processing must be necessary for legally permissible data processing and is based on these 
legal provisions. If there is a legal scope for action, the interests of the employee worthy of protection must be 
considered. 

6.2.3 Collective Rules for Data Processing 

If the processing must be extended beyond the purpose of the contract, it shall be decided on the grounds of a 
collective regulation. Collective regulations are mutual agreements, for example between an employer and 
employee representatives, within the scope offered by the respective national labour law. This must extend to the 
specific purpose of the desired processing and can be designed within the framework of state data privacy law. 

6.2.4 Consent to Data Processing 

Employee data may be processed based on the consent of the data subject. The declaration of consent must always 
be obtained in writing or electronically for evidentiary support. If circumstances do not permit this in exceptional 
situations, consent can be given orally. Nonetheless the granting of consent must be properly documented.  
In case of informed voluntary disclosure of data by the data subject, consent can be assumed if national law does 
not require explicit consent. 
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Before giving consent, the data subject must be informed in accordance with chapter 4.3. of this privacy policy. 

6.2.5 Data Processing based on Legitimate Interest 

Lawful data processing based on legitimate interest involves a balancing of different interests. As an example, 
personal data of employees may be processed if this is necessary to protect a legitimate interest of the TecAlliance 
Group. Usual justifications in such instances are either of legal (e.g., the assertion, exercise or defence of legal 
claims) or economic nature (e.g., valuation of companies). Personal data may not be processed based on a 
legitimate interest if there is an indication in individual cases that the employee’s interest outweighs the interest in 
processing. Furthermore, control measures (e.g., compliance with legal provisions and internal company rules) that 
require the processing of employee data may only be carried out if there is a legal obligation to do so or if there is 
a justified reason for doing so. The proportionality of the control measure must also be examined if there is a valid 
reason. The legitimate interests the company has in the implementation of the control measure must be weighed 
against the interest of the employee affected by the measure and may only be implemented if it passes the threshold 
of reasonableness. The legitimate interest of the company and the one of the employees must be established and 
documented before each measure is taken. In addition, any further requirements that may exist under national law 
must be taken into account (e.g., co-determination rights of the employee representatives and information rights of 
those affected). 

6.2.6 Processing of Sensitive Personal Data 

Sensitive personal data may only be processed under certain conditions, outlined previously in Chapter 4.2., p. 5. In 
addition, processing may be permitted if it is necessary to enable the company to fulfil its rights and obligations in 
the field of labour law. The employee may also give their express consent to the processing on a voluntary basis. 
If the processing of sensitive personal data is planned, the Corporate Data Privacy Officer must be informed in 
advance. 

6.2.7 Telecommunication and Internet 

Telephone systems, e-mail addresses, intranet, and internet as well as internal social networks are provided by the 
company exclusively within the scope of the operational tasks. They are working tools and company resources. 

7 Transfer of Personal Data 
The transfer of personal data to recipients within or outside the TecAlliance Group is subject to the admissibility 
requirements of the processing of personal data under Chapter 5. The recipient of the data is obliged to use the 
data only for the specified purposes.  
  In case of a data transfer to a recipient outside the TecAlliance Group, located in a third country, the recipient 
must guarantee an equivalent level of data protection.  ￼ This does not apply if the transfer is based on a legal 
obligation. Such an obligation can arise from the existence of a national provision from the jurisdiction of the 
exporter, or from a national provision of the exporter’s jurisdiction, which recognizes the objective of the data 
transfer pursued by the legal obligation of the third country.  
 For data transfers from external parties to companies of the TecAlliance Group, it must be ensured that the data 
may be used for the intended purposes. 
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11. Consequently, if TA subsidiaries participate in an international certification system for binding company 
regulations on data privacy, they must ensure the cooperation with the relevant authorities as provided for there. 
Participation in such certification systems must be coordinated with the Corporate Data Privacy Officer. 
In the event of a data subject alleges a breach of this privacy policy by a data importing company based in a third 
country, the exporting company based in the EEA (European Economic Area) undertakes to support the data subject 
whose data was collected in the EEA. This entails clarifying the facts of the case as well as in enforcing their rights 
established in this privacy policy against the importing company. 
Furthermore, the data subject is also entitled to assert their rights against the exporting company. In the event of 
an alleged breach, the exporting company must provide the data subject with evidence that the data importing 
company in a third country is not responsible for a breach of this policy if the data received is processed further. 
In the event of a transfer of personal data from a company based in the European Economic Area to a company 
based in a third country, the data transferring agency must, in the event of attributable violations of this policy by 
the company based in a third country, hold the data subject whose personal data was collected in the European 
Economic Area liable under liability law as if the data transferring agency had committed the violation. The place of 
jurisdiction is Germany, the registered office of TecAlliance GmbH.  

8 Data Processing by Order 
Contract data processing is when a contractor is commissioned to process personal data without being assigned 
responsibility for the associated business process. In such cases, an agreement on commissioned data processing 
must be concluded with this party. The contracting company (client) retains full responsibility for the correct 
execution of the data processing. The contractor may only process personal data within the scope of the 
instructions of the client. The following instructions must be considered when placing the order and the business 
unit must ensure their implementation throughout the procurement process. 

1. The contractor is to be selected according to his suitability to guarantee the necessary technical and 
organisational protective measures. 
2. The order shall be placed in text form. The instructions for data processing and the responsibilities of 
the client and the contractor shall be documented. 
3. The client must determine the contractor's compliance with his obligations before the start of data 
processing. A contractor can prove compliance with the data security requirements by submitting a suitable 
certification. Depending on the risk of the data processing, the check shall be repeated regularly during the 
term of the contract, if necessary. 
4.  For cross-border contract data processing, the respective national requirements for the transfer of 
personal data abroad must be met. In particular, the processing of personal data from the European 
Economic Area may only take place in a third country if the contractor can prove a level of data privacy 
equivalent to this policy. Appropriate instruments may be: 

a. Agreement of the EU standard contractual clauses for commissioned data processing in third 
countries with the contractor and possible subcontractors. 
b. Participation of the contractor in a certification system recognized by the EU to establish an 
adequate level of data privacy. 
c. Recognition by the competent data privacy supervisory authorities of the contractor's binding 
company rules to create an adequate level of data privacy. 

 

 

 

11. I included this part in Footnote 11. 
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9 Rights of the Data Subject 
Every data subject may exercise the following rights. Their assertion must be processed immediately by the 
responsible department and must not lead to any disadvantages for the data subject. 
 

1. The data subject may request information about their personal data, including its source and purpose of 
processing. If the employment relationship under the respective national employment law provides for more 
extensive rights of inspection of employer documents (e.g. personnel files), these remain unaffected. 
2. If personal data is transmitted to third parties, information must also be provided on the identity of the 
recipient or on the categories of recipients. 
3. If personal data is incorrect or incomplete, the data subject may request it to be revised or supplemented. 
4. The data subject may object to the processing of their personal data for purposes relating to advertising 
and market research. Here, the data processing can be restricted. 
5. Personal data must be deleted at the request of the data subject. If this is not possible, because a higher 
legal interest opposes it or another obligation prevents it, the personal data must be restricted for further 
processing. The same applies if the purpose of the data processing has ceased to exist due to the passage 
of time or for other reasons. Existing storage obligations and interests that conflict with deletion must be 
observed. 
6. The data subject has a fundamental right to object to the processing of their data. This does not apply if 
a legal provision obliges to carry out the processing. 

 
In addition, every data subject may assert the rights granted as a third-party beneficiary if a company that has 
undertaken to comply with this data privacy policy fails to comply with its provisions and its rights are thereby 
violated. 

10  Confidentiality of Processing 
Personal data are subject to data secrecy. Unauthorized collection, processing or use is prohibited for employees. 
Unauthorized is any processing that an employee undertakes without being entrusted with it while fulfilling their 
duties and without being authorized accordingly. The "need-to-know" principle applies: Employees may only have 
access to personal data if and to the extent necessary for their respective tasks. This requires the careful division 
and separation of roles and responsibilities as well as their implementation and maintenance within the framework 
of authorization concepts. 
Employees may not use personal data for their own private or commercial purposes, transfer it to unauthorized 
persons or make it accessible to them in any other way. 
At the beginning of their employment, employees are informed by the Human Resources department of their 
obligation to maintain data secrecy and must confirm this in writing. This obligation continues to apply after 
termination of the employment contract as well. 

11  Security of Processing 
Personal data must always be protected against unauthorized access, unlawful processing, or disclosure, and 
against loss, falsification, or destruction. This applies regardless of whether the data processing is carried out 
electronically or in paper form. Before the introduction of new methods of data processing and new IT systems, 
technical and organisational measures for the protection of personal data must be defined and implemented. These 
measures must be based on the state of the art, the risks posed by the processing and the data privacy requirements 
(determined by the information classification process).  
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The technical organizational measures for the protection of personal data are part of the information security 
management of the TecAlliance Group and must be continuously adapted to the technical developments and 
organizational changes. 

12  Data Privacy Monitoring 
Compliance with this data privacy policy and the applicable laws is regularly checked through privacy audits and 
other controls. The Corporate Data Privacy Officer and the Data Privacy Coordinators will cooperate in performing 
these checks. The results of these checks are to be reported to the Corporate Data Privacy Officer. The management 
of the TecAlliance Group is to be informed of significant results within the scope of the respective reporting 
obligations. Upon request, the results of privacy controls are made available to the responsible data privacy 
supervisory authority. The competent data privacy supervisory authority may also carry out its own checks on 
compliance with the regulations within the scope of its powers under national law. 

13  Data Privacy Incidents 
All employees (especially the managers responsible for the units and product owners) must immediately report any 
violations of this privacy policy or other regulations on data protection (privacy incidents) to their supervisors, to 
the relevant Data Privacy Coordinator, and to the Corporate Privacy Officer.12  
In cases of 

• unlawful transmission of personal data to third parties, 

• unlawful access by third parties to personal data, or 

• loss of personal data 

the notifications regarding such breaches must be made without undue delay so that the deadlines of national 
reporting obligations for privacy incidents can be fulfilled. 
For security breaches, please contact csirt@tecalliance.net and consult the Information Security Handbook for 
further details. 

14  Responsibilities and Sanctions 
The management of TA’s subsidiaries is responsible for the data processing in their area of responsibility. Thus, it 
is obliged to ensure that both the domestic legal requirements as well as those contained in this privacy policy are 
implemented (e.g., national reporting obligations). It is a management task of the executives to ensure proper data 
processing in compliance with data privacy by taking organizational, personnel and technical measures. 
 
The respective management boards appoint a Data Privacy Coordinator. In organizational terms, this task can be 
performed by a Data Privacy Coordinator for several companies in coordination with the Corporate Data Privacy 
Officer. The Data Privacy Coordinators are the local contacts for data privacy. The respective management boards 
are obliged to support the Corporate Data Privacy Officer and the Data Privacy Coordinators in their work. The 
persons responsible for business processes and projects must inform the Data Privacy Coordinators in time about 
new processing of personal data. In the case of data processing projects that may entail special risks for the 

 

 

 

12 Data protection incidents are all incidents in which there is reasonable suspicion that personal data has been unlawfully spied on, collected, modified, copied, transmitted or used. This can refer to 

actions by third parties as well as employees. 
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personal rights of the data subjects, the Corporate Data Privacy Officer must be involved before the processing 
starts. This applies to sensitive personal data. Managers must ensure that their employees receive the necessary 
training on data privacy. Abusive processing of personal data or other violations of data privacy laws are also 
prosecuted under criminal law in many countries and may result in claims for damages. Violations for which 
individual employees are responsible may lead to sanctions under labour law. 

15  Obligation and Training of Employees 
Every employee who handles personal data must be committed to the confidential handling of personal data and to 
compliance with this policy.  
Employees who are subject to special secrecy obligations (e.g., secrecy of telecommunications) are additionally 
bound by their superiors in writing.  
The respective declaration of commitment must be filed in the respective personnel file. 

16  The Data Privacy Coordinators 
The Data Privacy Coordinators are the contact persons for data privacy on site. The managers of TA’s subsidiaries 
implement this policy in cooperation with the Corporate Data Privacy Officer and the Data Privacy Coordinators; 
specific exceptions regarding local legislation are to be agreed on. 
They familiarize employees with the contents of the data privacy policy and monitor compliance with it. 
The Data Privacy Coordinators inform the Corporate Data Privacy Officer about privacy risks in a timely manner, and 
about breaches pursuant to Chapter 13. 
 Any person falling within the scope of this document can contact the Data Privacy Coordinators with suggestions, 
inquiries, requests for information or complaints relating to privacy and security issues. 

17  The Corporate Data Privacy Officer 
The Corporate Data Privacy Officer is responsible for the creation and further development of this policy and 
monitors internal compliance with it. Each department of the TA group implements this policy in cooperation with 
the respective Data Privacy Coordinators. The responsibility of the implementation of this privacy policy rests with 
the managing team of the departments, but the Corporate Data Privacy Officer and the relevant DPC’s will offer 
support with this task.  
Specific exceptions regarding local legislation must be agreed upon with the Corporate Data Privacy Officer. 
The Data Privacy Coordinators inform the Corporate Data Privacy Officer about privacy risks in a timely manner. 
Any data subject may contact the Corporate Data Privacy Officer or the responsible Data Privacy Coordinator with 
suggestions, inquiries, requests for information or complaints in connection with privacy or security issues. 
Enquiries and complaints will be treated confidentially. 
If the responsible Data Privacy Coordinator cannot provide remedies for a complaint or for a violation of this privacy 
policy, they must contact the Corporate Data Privacy Officer. The decisions of the Corporate Data Privacy Officer 
regarding such remedies must be considered by the respective management. 
Inquiries from supervisory authorities must always be brought to the attention of the Corporate Data Privacy Officer. 
 
The Corporate Data Privacy Officer can be contacted as follows: 
e-Mail: CorporatePrivacy@TecAlliance.net 
Phone: +49-89-321216-0 
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